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Politica de Seguranca - Conceito

Definicdo conforme a norma ABNT NBR ISO/IEC
27002:2005

“Seguranc¢a da Informag¢ao ¢ a protecdo do
informacdo de vdarios tipos de ameacas paro
garantir a continuidade do negdcio, minimizar
rscCos, maximizar o retforno sobre os investimentos e
as oportunidades de negdcio.”
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Politica de Seguranca:

= Utilizacdo do Correio Eletronico,

=  Acesso a Internet,

= Acesso via VPN,

=  Acesso Logico,

= Acesso a Rede de Terceiros a Rede Corporativa,

= Termo de Responsabilidade,

= Acesso Fisico,

=  Dispositivos Movels,

= Politica de Backup do Ambiente Distribuido PRODAM

7OF('.)RUM DE F—



Monitoramento
Equipamentos de Seguranca

Firewall
Antivirus
WSUS
AntiSpam
= Proxy

= SysLog
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Antivirus

Pf:adham Versdes de Sistemas Operacionais

STATUS GERAL — Junho/2018

Windows 2003 | 140

Windows 8 142

windows 2003 Rz || 151

Windows 2008 R2 ' 387

Windows Server 2012 R2 . 430
Windows Vista - T34

Windows 10 2264

Windows XP _ 2696
w51 | >

25702

0 5000 10000 15000 20000 20000
Windows 7 Windows 8.1 Windows XP Windows 10 Windows Vista mmzoor;:; =T Windows 2008 R2 Windows 2003 R2 Windows 8 Windows 2003
= Qrde 25702 3937 2535 264 794 430 337 151 140
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Antivirus

STATUS GERAL - Junho/2018

DAT - McAfee Virus Scan Enterprise (VSE) AMCORE - McAfee Endpoint Security (ENS)
100 100% 97% 97% 98%
% B5% 80%
80% 80%
0% 66% 0%
63%
B0% B0%
50% 50%
40% 37% 40%
34%
30% 0%
0% - 20%
10% 10%
l 3% 3% I
0% 0% [ | [ | —
abril/ 2018 maio/ 2018 junho/2018 abril/ 2018 maio/ 2018 junho/2018
Compliant 351 37% kx]i| Compliant 33550 32836 29373
NoCompliant 1840 1637 567 NoCompliant i 1146 L 1085 L £72
Total” 4901 " 4873 r 1873 Total 34696 33921 30051
As DAT s sdo enviadas diariamente pela McAfee e consideramos que 5 DAT s estdo dentro do nivel de seguranca aceitavel e em Compliant
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Antivirus

STATUS GERAL - Junho/2018

Status - Move Multiplataforma 3.6
(Windows 2003)

u Compliant  » NoCompliamt

Status - Move Multiplataforma4.5

(Windows 2008 ou superior)

s Compliant = NoComphant

junho/2018 %Y
Compliant Compliant 517 93%
NoCompliant NoCompliant 3 7%
Total” Total” 553
I I
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Antivirus

STATUS GERAL — Junho/2018

IP200183206

UNICEU

PJ001385EC
L1

FIO194145EC

SMEC324 10C
05

CLO1S261SEC
ol

SMERHCMEB
031

SMSRHCMB
o7

IPO34360062

u Qrde

McAfee Endpoint Security (ENS)

w 1PO94960062
SMSRHCMBOIT

= SMSRHCMBOE 1

m CL0133615ECOL
SMEQS 2410005

m PIO194145EC

W PIR001385E002
UNKCEU

W IP2001 33206

12.452

e x 0

0

|PO945 60062
108,630

20000 40,000 60,000 80.000 100,000 120,000
SMSRHCMBOI SMSRHCMBOB1 =~ CLO19361SECOL SMEQS24 10C05 PI0194145EC PJ&001385ECO2 UNICEU IP2001 85806
12452 11288 8677 2217 2080 2043 LE04 294

Os equipamentos com maior numero de detecgdes foram IP094960062 com 108.690 ameacas, SMSRHCMBOI7 com 12.452 ameacas e SMSRHCMBOI31 com 11.255 ameacgas.
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Antivirus

[arociem

teenologia da mlormagio ¢ comuncaglio

Deteccoes WannaCry - ultimos meses

STATUS GERAL — Junho/2018

300.000
253.890

250.000
200.000
150.000
100.000
50.000
]

janeiro, 2018 fevereira, 2018 margo, 2018 abril, 2018 maio, 2018 junho, 2018

janeira, 2018 fevereira, 2018 margo, 2018 abril, 2018 maio, 2018 junha, 2018

WannaCry 181.274 241.634 158.724 253.890 221.716 145,439
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Antivirus

= -@I ePolicy Orchestrator | =3 Master Repository

Dashboards

i'i Systemn Tree

'!il Agent Handlers

@l/ Queries & Reports

i‘i Distributed Repositories

O™ server Tasks ¥ | Log Off

Category:| Al

Clase 4| »
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¥ | Systems per Top-Level Group v Endpoint Security Versdes ¥ | 02-ENS-VerscesUpgrade
15k Product Versic Number of ... Percentage * || Product Version (Endpoint Security Pla Number of Managed Systems
m 10.6.0.672 19 0% 10.6.0.542 22
W 10.5.4.4240 30,734 95% 10.5.4.4214 30,611
10k H 10.5.4 3 0% st 5
W 10.5.3.3264 950 3% e i
W 10.5.3.325¢ 28 0% 2453 Z
10.5.2.2072 798
. [ Habss £ e 10.5.2.2051 10
10.5.2.2108 455 1% 10.5.1.1147 43
m 10.5.2.208% 13 0% 10.5.0.680 g
10.5.1.1184 38 0% 10.2.0.563 3
0k [T — j 10.5.0.536 14 0% || Total 32,337
¥ | PMSP - Total de Virus na Rede ¥ | ePO: Top 20 Computadores Infectados (1 Dia)
1st Level Group Number of Managed Systems Ll
W My Organization\(SMS) - Secretdria 10,239 300K System Name o b e RS
W My Organization\(SME) - Secretaria 7,373 SME0919445PB01 4,032
B My Organization\(SMPR) - Secretdri 4,727 SMSUBSEDUCH1S 1,300
W My Organization\{AHM) - Autarquias 1,531 200K SIS e Al ks
L SMTDSVC2352 706
B My Organization\(SMADS) - Secret: 1,513 SMSRHCMBOITF 642
B My Organization\(REDE) - Dominio . 1,366 — 335
B My Organization\(SF) - Secretaria b 1,261 P1200259PRED 287
W My Organization\(SMSU) - Secretar 1,166 SMSRHCMBOI31 212
B My Organization\(SMC) - Secretariz 1,120 ok SMEO0S1880C03 153
B My Organization\(SM1) - Secretaria 1,001 06/1/18 07/1/18 08/1/18 SMCCCSPC213 148
My Oraanization\(PRODANY 1080 7 | 2z sMADsITQC1O 53
¥ | Sistemas Operacionais hi DataCenter: Servidores Fisicos DAT Atualizada [ Desatualizada ¥ | WannaCry
0S5 Type Number of Managed Systems - Number of M... Percentage Threat Name Number of ... Percentage
Windows 7 26,956 W DAT= Atualizi 50 55% W WannaCry-1 461,804 95%
Windows 8.1 4,393 m DATs Desatu 41 45% W Regras defi 11,788 2%
Windows XP 2,915 Total 01 1009 W WannaCry 4,574 1%
Nindousho f’ggs B Ransom-Wz 4,045 1%
Windows Vista é»ZS [ UWENREtEm= Lot Tas
Windows Server 2012 R2 432 B G_User:Wal 795 0%
Windows 2008 R2 394 B Ransom-Ws 483 0%
L I
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WSUS
O gue & WSUS?

Gerenciamento disponibilizado pela
Microsoft para aprovacao e distribuicdo
de atualizacoes de Seguranca Windows
Update.
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